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This report has been prepared for presentation to the
Senedd under the Government of Wales Acts 1998 and
2006 and the Public Audit (Wales) Act 2004.

The Audit Wales study team comprised Rachel Davies,
Christine Nash and lan Hughes, under the direction of
Mike Usher.

The Auditor General is independent of the Senedd and government. He examines and certifies
the accounts of the Welsh Government and its sponsored and related public bodies, including
NHS bodies. He also has the power to report to the Senedd on the economy, efficiency and
effectiveness with which those organisations have used, and may improve the use of, their
resources in discharging their functions.

The Auditor General also audits local government bodies in Wales, conducts local government
value for money studies and inspects for compliance with the requirements of the Local
Government (Wales) Measure 2009.

The Auditor General undertakes his work using staff and other resources provided by the Wales
Audit Office, which is a statutory board established for that purpose and to monitor and advise
the Auditor General.

© Auditor General for Wales 2020

Audit Wales is the umbrella brand of the Auditor General for Wales and the Wales Audit Office,
which are each separate legal entities with their own legal functions. Audit Wales is not itself

a legal entity. While the Auditor General has the auditing and reporting functions described
above, the Wales Audit Office’s main functions are to providing staff and other resources for the
exercise of the Auditor General’s functions, and to monitoring and advise the Auditor General.

You may re-use this publication (not including logos) free of charge in any format or medium.

If you re-use it, your re-use must be accurate and must not be in a misleading context. The
material must be acknowledged as Auditor General for Wales copyright and you must give the
title of this publication. Where we have identified any third party copyright material you will need
to obtain permission from the copyright holders concerned before re-use.

For further information, or if you require any of our publications in an alternative format and/
or language, please contact us by telephone on 029 2032 0500, or email info@audit.wales.
We welcome telephone calls in Welsh and English. You can also write to us in either Welsh or
English and we will respond in the language you have used. Corresponding in Welsh will not
lead to a delay.

Mae’r ddogfen hon hefyd ar gael yn Gymraeg.
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<] Foreword by the
Auditor General

1 In June 2019, | published a report giving an overview of the scale
of fraud in the Welsh public sector, together with a description of
counter-fraud arrangements across the Welsh Government, the NHS and
Local Government. | noted that the sums lost annually in Wales to fraud
and error are significant — and could be anywhere between £100 million
and £1 billion. The Crime Survey for England and Wales recognises fraud
as being one of the most prevalent crimes in society today.

2 However, some senior public sector leaders are sceptical about the
levels of fraud within their organisations. As a result, they are reluctant
to invest in counter-fraud arrangements and assign a low priority to
investigating cases of potential fraud identified to them by the National
Fraud Initiative, even though there are many examples of a good return
on investment in this area. Their stance runs contrary to all the research
being done by recognised leaders in the field such as CIPFA and the UK
Government’s Counter Fraud Function. This latest report, which examines
the effectiveness of counter-fraud arrangements at over 40 public-sector
bodies in Wales, has found that where such scepticism arises, it is not
based on any significant local counter-fraud work or robust fraud risk
assessments.

3 But we also know that fraudsters appear the very instant that an
opportunity presents itself. Fifteen individuals have to date been jailed for
fraud in the light of the Grenfell fire tragedy. Fraudsters and scammers
were quickly on the scene earlier this year whilst the flooding in South
Wales was ruining the homes and lives of local people. There has been
an explosion in fraudulent activity, and especially in cyber crime, during
the current COVID-19 pandemic. | welcome the proactive steps which the
Welsh Government has taken to raise awareness across the public sector
in Wales about this risk.
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4 Public sector bodies can mitigate these risks by having the right
organisational culture supported by strong counter-fraud arrangements.
Many local authorities have invested so little in counter-fraud
arrangements that they have only a few of the key components in place.
Whilst the position is generally much more robust across the NHS in
Wales, there is still a challenging agenda to make counter-fraud fit for the
next decade where globalisation and the advent of digital technology have
created new risks, and opportunities, for the fraudsters.

5 | was heartened to see the Welsh Government’s positive response to my
2019 report and, following the one-day conference organised by the Public
Accounts Committee in July 2019, the Permanent Secretary’s commitment
(see Appendix 2) to provide Wales-wide leadership in raising the profile of
counter-fraud activity.

6 In this latest report, based on a more extensive programme of field work,
we identify a significant range of further opportunities to improve on the
current national position, including:

a strengthening strategic leadership, coordination and oversight for
counter-fraud across the Welsh public sector;

b increasing counter-fraud capacity and capabilities, especially across
local government, and exploring the potential for sharing resources and
expertise across public bodies;

c getting the right balance between proactive and reactive counter-fraud
activities;

d improving awareness-raising and staff training in counter-fraud; and

e better evaluation of fraud risks and sharing of fraud information, both
within and across sectors.

7 There is also significant potential for Wales to take advantage, where
appropriate, of many of the counter-fraud initiatives underway across
the wider UK public sector. These include the recent establishment
of a recognised government counter-fraud profession, with defined
competencies and career paths, and the increasing focus on tackling
fraud by smarter use of data analytics.
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8 As | publish this report, Wales continues to grapple with the effects of the
COVID-19 pandemic. This report contains a timely illustration of some
of the ways in which fraudsters have moved rapidly in recent months
to exploit the pandemic for criminal gain. | have already taken steps to
extend the scope of our National Fraud Initiative (NFI) to enable local
authorities in Wales to undertake eligibility checks on applications for
COVID-19 support grants. | am also proposing to mandate that all local
authorities, together with the Welsh Government, should submit COVID-19
grant and payment data to the NFI, to help identify fraudulent applications.

Adrian Crompton
Auditor General for Wales
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<] Summary and
recommendations

Ensuring that the arrangements for preventing and
detecting fraud in the Welsh public sector are effective

This report examines seven ‘key themes’ that all public bodies need to focus
on in raising their game to tackle fraud more effectively:

* leadership and culture;

* risk management and control frameworks;
* policies and training;

* capacity and expertise;

* tools and data;

+ collaboration; and

* reporting and scrutiny.

For each theme in turn, the report examines:
* why it is important;

* what our audit fieldwork identified in terms of current working practices
and their effectiveness across the 40 Welsh public sector bodies that we
examined (listed in Appendix 1); and

+ what needs to happen next to generate improvement.
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Our recommendations for improvement which are addressed to all public
bodies in Wales within the Auditor General’s remit, are as follows:

Theme

Leadership and
Culture

Ay

N

’

Risk management
and Control
framework

Policies and
Training

What needs to happen next?

R1

R2

R3

R4

RS

R6

R7

The Welsh Government should enhance its
strategic leadership of counter-fraud across the
public service in Wales, playing a coordinating
role where it can, while recognising that individual
bodies remain responsible for their own
counter-fraud activities.

All public bodies should champion the importance
of a good anti-fraud culture and actively promote
its importance to give confidence to staff and
members of the public that fraud is not tolerated.

All public bodies should undertake comprehensive
fraud risk assessments, using appropriately skilled
staff and considering national intelligence as well
as organisation-specific intelligence.

Fraud risk assessments should be used as a live
resource and integrated within the general risk
management framework to ensure that these
risks are appropriately managed and escalated as
necessary.

All public bodies need to have a comprehensive
and up-to-date set of policies and procedures
which together represent a cohesive strategy for
identifying, managing and responding to fraud
risks.

Staff working across the Welsh public sector
should receive fraud awareness training as
appropriate to their role in order to increase
organisational effectiveness in preventing,
detecting and responding to fraud.

Cases where fraud is identified and successfully
addressed should be publicised to re-enforce a
robust message from the top that fraud will not be
tolerated.
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Theme

Capacity and
Expertise

N\

Tools and Data

Collaboration
@®

Reporting and
Scrutiny

‘Raising Our Game’ Tackling Fraud in Wales

What needs to happen next?

R8 All public bodies need to build sufficient capacity
to ensure that counter-fraud work is resourced
effectively, so that investigations are undertaken
professionally and in a manner that results in
successful sanctions against the perpetrators and
the recovery of losses.

R9 All public bodies should have access to trained
counter-fraud staff that meet recognised professional
standards.

R10 All public bodies should consider models adopted
elsewhere in the UK relating to the pooling /sharing
of resources in order to maximise the availability of
appropriately skilled staff.

R11 All public bodies need to develop and maintain
dynamic and agile counter-fraud responses which
maximise the likelihood of a successful enforcement
action and re-enforces the tone from the top that the
organisation does not tolerate fraud.

R12 All public bodies should explore and embrace
opportunities to innovate with data analytics in order
to strengt hen both the prevention and detection of
fraud.

R13 Public bodies should work together, under the
Digital Economy Act and using developments in data
analytics, to share data and information to help find
and fight fraud.

R14 Public bodies need to collate information about
losses and recoveries and share fraud intelligence
with each other to establish a more accurate
national picture, strengthen controls, and enhance
monitoring and support targeted action.

R15 Audit committees must become fully engaged with
counter-fraud, providing support and direction,
monitoring and holding officials to account.
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The COVID-19 pandemic: a case study in how scammers and ‘ ’
fraudsters are ready to exploit a crisis -

We know from experience that fraudsters appear the very instant that
an opportunity presents itself. Fifteen individuals have to date been
jailed for fraud in the light of the Grenfell fire tragedy. Fraudsters

and scammers were quickly on the scene earlier this year whilst the
flooding in South Wales was ruining the homes and lives of local
people.

Predictably, there has been an explosion in fraudulent activity, and
especially in cyber crime, during the current COVID-19 pandemic.

The first reported positive cases of COVID-19 were reported in the
UK on 31 January 2020. By this time the fraudsters and scammers
had mobilised and were already hard at work.

The first fraud report relating to COVID-19 was received on February
9 by Action Fraud, the UK’s fraud reporting centre. Since that time,
the number of reports has increased significantly across the UK —
the media reporting an unprecedented number of scams linked to the
virus.

We have seen examples of good practice by some public bodies and
organisations in Wales in identifying the fraud risks and sharing them
with other bodies and citizens. The Welsh Government is liaising with
the UK Cabinet Office and is sharing its guidance and learning on
counter-fraud with the rest of the public service in Wales, including
Local Authority Counter Fraud leads. Welsh Government officials
have agreed to maintain and develop this group post-COVID. The
intelligence obtained from these meetings has also assisted the
Head of Counter Fraud with fraud intelligence sharing with Cabinet
Office and the three other devolved administration fraud leads.

But has the Welsh public sector response been more reactive than
proactive? What can we do better? Whilst globalisation has benefited
the fraudsters it can also be to the advantage of counter-fraud
specialists; we had early notice of scams from thousands of miles
away a few weeks before the first case of COVID-19 was identified in
the UK.
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The COVID-19 pandemic: a case study in how scammers and
fraudsters are ready to exploit a crisis

We believe that the COVID-19 pandemic provides an important
opportunity for the Welsh counter-fraud community to come together
(by appropriate means) and reflect on the speed and effectiveness of
its response to the scammers and fraudsters.

The key issues and recommendations set out in this report could
help set an agenda or framework for such an event. There has never
been a timelier opportunity for Welsh public sector leaders and
counter-fraud specialists to consider how to:

 create stronger strategic leadership, coordination and oversight
for counter-fraud across the Welsh public sector;

* make best use of counter-fraud capacity and capabilities and
explore the potential for shared arrangements, resources and
expertise;

» get a better balance between proactive and reactive
counter-fraud activities;

* raise awareness amongst employees and provide the
necessary training to those most likely to come across a fraud;
and

 evaluate fraud risks more effectively and share fraud
information both within and across sectors.

So, what do we already know about the fraudsters’ response to
the pandemic?

The mobilisation of fraudsters has benefited from a number of
factors, for example:

* more people are spending time online to shop and socially
interact. Elderly people are seen as particularly vulnerable,
being generally less computer literate and more susceptible
to scams such as phishing emails and ordering fake products
such as face masks and sanitisers.

« working patterns have changed at short notice which can leave
weaknesses in processes and procedures.

* an unprecedented amount of public money has been put into
a range of new and innovative financial support schemes to
businesses and individuals.
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The COVID-19 pandemic: a case study in how scammers and
fraudsters are ready to exploit a crisis

Fraudsters and scammers mobilised quickly for a number of reasons:

+ they are very good at evaluating risks and exploiting
vulnerabilities which can be at a process or at an individual
level;

+ they have well-established tools and methodologies and can
adapt them at short notice to a new opportunity; and

« they do not recognise geographical boundaries and can be
effective individually and by collaborating with like-minded
individuals.

There are more examples of COVID-19 frauds and scams coming to
light than can be mentioned here. There are, however, a number of
themes emerging:

 the early reports related to the sale of Personal Protective
Equipment such as face masks and hand sanitiser and testing
kits. Typically, the items were fake or often failed to arrive after
payment had been made’.

* the next to emerge were phishing emails. For example, one
claiming to be from the Department for Work and Pensions
(DWP) asking the individual for debit or credit card details by
saying that they are entitled to a council tax refund.

* as the attentions and resources of organisations were diverted
to new ways of working and many staff were laid off, the
incidence of cyber security attacks to steal business-sensitive
and personal data increased.

+ with more people working from home following the UK-wide
lockdown, phishing campaigns then targeted applications
that are being relied upon during remote working, in particular
popular conference calling applications and parcel delivery
firms.

1 NHS in Wales introduced arrangements to mitigate against this fraud risk and it did not
become an issue.
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The COVID-19 pandemic: a case study in how scammers and
fraudsters are ready to exploit a crisis

« as the national focus turned to test and track, the fraudster’s
net became wide and indiscriminate, as shown by a fake text
message attempting to dupe people into believing they have
been in contact with someone who has tested positive for the
virus, directing recipients to a website for more information.
The link is then used to harvest personal and financial data.

A world-leading counter-fraud response would mean that
counter-fraud specialists had identified the risks at least at the same
pace as the fraudsters, if not sooner. It would also mean they had
the right tools to prevent and detect fraudsters exploiting any new
opportunities; and that the counter-fraud response was mobilised
rapidly through effective collaboration and information sharing.



Culture and leadership
across the Welsh
public sector




page 15 ‘Raising Our Game’ Tackling Fraud in Wales

Why is it important?

1.1 The Crime Survey for England and Wales recognises fraud as one of the
most prevalent crimes in society today. Every pound stolen from the public
sector means that there is less to spend on key services such as health,
education and social services. Public sector bodies can mitigate the risks
from fraud by having the right organisational culture supported by effective
counter-fraud arrangements.

1.2 Strong leadership sets the appropriate tone from the top of an organisation
and plays a crucial part in fostering a culture of high ethical standards.
It is important that senior management leads by example and sends a
clear message that fraud will not be tolerated either from inside or outside
of the organisation. A strong tone at the top can raise the profile of fraud
risks and promote the best standards and approaches in counter-fraud
work.

What did we find?

1.3 Other than in the NHS there is an absence of any overarching strategic
approach, guidance, coordination and oversight.

1.4 In NHS Wales, the NHS Counter Fraud Service? provides leadership,
specialist investigation skills, support and guidance to the sector and a
Counter Fraud Steering Group?® provides strategic direction and oversight.
This leadership model delivers a coordinated approach to counter-fraud
across the NHS in Wales and a good counter-fraud culture complemented
by inbuilt scrutiny of the arrangements. The legal framework specific to
the NHS Wales and the levels of investment give counter-fraud a high
profile and robust enforcement and recovery mechanisms. At a local
level, strategic leadership was evident within Health Boards through the
dissemination of a consistent message, both internally and externally,
that fraud is not tolerated.

2 Which is hosted by the NHS Wales Shared Services Partnership
3 A sub-group of the All Wales Directors of Finance Forum
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1.5 Across local authorities there is an absence of sector-wide strategic

1.6

1.7

leadership, guidance, coordination and oversight of counter fraud.

Within the individual authorities we found statements espousing a zero
tolerance of fraud in policies and strategic documents. But there is much
more that can be done to re-enforce the tone from the top at a practical
level. We found examples where the leadership team actively promotes
the importance of a good anti-fraud culture through awareness campaigns,
newsletters to staff and active engagement with counter-fraud teams.

But we also found in many authorities that there was little evidence that
the message is driven down from the top and little priority is given to
counter-fraud work. There were often competing priorities and, as a result,
little time was given to counter-fraud and it often had a low profile.

In Central Government, the position is mixed. Within Welsh Government,
we found evidence that counter-fraud is taken seriously, and a small
team has achieved many successful outcomes, albeit its emphasis

leans towards reactive rather than proactive work. We have been
encouraged to see that the Welsh Government has accepted both of the
recommendations made by the Public Accounts Committee following our
first report. However, there remains a leadership gap that still needs to be
addressed.

Across the other central government bodies that we examined,
counter-fraud is not always given such a high priority. One reason for
this appears to be the very low incidence of fraud being identified and
reported; this poses the difficult question of whether this is due to a lack
of investment in counter-fraud or a genuine low incidence of crime taking
place. However, this latter explanation runs contrary to all the research
being done by recognised leaders in the field such as CIPFA and the
National Crime Agency.
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1.8 The threat posed by fraud is also getting greater recognition within the UK.
The UK government, for example, is working to make central government,
and the public sector more widely, a place where fraud is actively found
and robustly dealt with. It is transforming its whole approach to
counter-fraud by:

a

b

establishing a counter-fraud function;

developing and launching a Government Functional Standard
(GovS013);

establishing a ‘Government Counter Fraud Profession’ to develop
people and increase capability;

providing expert advice to the rest of government on how to deal with
fraud;

delivering specialist services to assist public bodies; and

collaborating with overseas governments to bring further expertise to
the UK.
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What can the Welsh public sector do to improve?

Recommendations

R1 The Welsh Government should enhance its strategic leadership
of counter-fraud across the public service in Wales, playing a
co-ordinating role where it can, while recognising that individual
bodies remain responsible for their own counter-fraud activities. In
doing so it could consider:

» forming strategic partnerships with the key players nationally
and internationally;

» developing and delivering an all Wales counter-fraud strategy
and vision;

» advocating/promoting minimum standards in terms of public
sector counter-fraud arrangements similar to those established
by the UK Government;

+ elevating the status of counter-fraud staff by recognising
counter fraud as a profession with essential competencies;

» supporting the other sectors by, for example, providing invest-
to-save funding opportunities, and supporting the development
of professional competencies across the Welsh public sector;
and

» providing timely advice and guidance on ‘hot’ issues by
gathering and disseminating important information and
analysing trends.

R2 All public bodies should champion the importance of a good
anti-fraud culture and actively promote its importance to give
confidence to staff and members of the public that fraud is not
tolerated.



Risk management and
control frameworks
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Why is it important?

2.1 Fraudsters are becoming more sophisticated and are evaluating
opportunities and risks on a real-time basis. The management and
mitigation of risk in public bodies often fails to keep up with changes in the
nature and impact of potential fraud. The recent flooding in South Wales
created opportunities for scams within days of the floods. Security experts
have reported an explosion in fraudulent activity during the COVID-19
outbreak as the pandemic has created a myriad of opportunities for
fraudsters (see Case Study on page 10).

2.2 Afraud risk assessment should be an honest appraisal of risks using
a range of sources such as national intelligence, local intelligence,
audit reports, brainstorming exercises and data-matching results. Risk
assessments should be live documents and kept under constant review.
Having identified the risks, bodies can then evaluate them, assessing their
likelihood and the impact if the fraud were to occur. It is only when risks
are properly identified and evaluated that public bodies can tackle the risks
in a prioritised and proportionate way and put appropriate actions and
controls in place to manage or mitigate these risks.

2.3 ltis important that organisations have an effective control framework to
help mitigate the risks identified. A strong internal control environment can
help to prevent fraud from happening in the first place and detect fraud
if an instance has occurred. Fraudsters will try to circumvent established
controls and it is important that controls are regularly reviewed. A strong
control programme whereby fraudsters are faced with a real prospect of
detection helps mitigate the risk. When frauds are discovered, controls
should be reviewed to identify weaknesses and introduce improvements.
Internal Audit have expertise in designing and testing controls and they
should undertake work on key systems on a risk-based approach.
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What did we find?

24

2.5

2.6

2.7

The quality of counter-fraud risk assessment and mitigation varies
significantly in the Welsh public sector and there is generally scope to
improve their quality and timeliness.

In the NHS, National Fraud Risk Alerts are produced by the NHS Counter
Fraud Authority. These are routinely circulated to all Local Counter Fraud
Specialists (LCFS) and Directors of Finance across NHS Wales. The
LCFS are also required to conduct their own local risk assessments. This
is a relatively new requirement and we found that these assessments are
still being developed and embedded. The NHS Fighting Fraud Strategy
recognises that a key challenge for the sector is the need to develop a
comprehensive analysis of specific fraud risks to ensure counter-fraud
resources are being directed to the most appropriate areas within the
sector. The Counter Fraud Steering group has undertaken an overall risk
assessment and produced assurance maps in respect of each main area
of fraud. These maps will be used to target area of proactive work.

Our work identified that while some local authorities and central
government bodies have undertaken fraud risk assessments, there were
many who had not prepared a fraud risk assessment for several years.
Some bodies in these sectors did not have a fraud risk assessment and
therefore had not properly assessed the likelihood or impact of the risk.
Without this key component, bodies cannot direct resources appropriately
or adequately mitigate the risks of losses due to fraud. As a result, fraud
strategies and work programmes are not particularly useful or relevant as
they are not targeting the key areas of risk.

Our work also identified that, even where risk assessments were
undertaken, they may not be integrated within the wider risk management
framework. Fraud is not commonly reflected in corporate risk registers. We
did not find many coordinated mechanisms for ensuring that fraud risks
are appropriately communicated, owned and monitored within the audited
body. Instead, fraud risk assessments are often held as standalone
documents without any corporate ownership or active management of the
risk. As a result of this approach, fraud risks are not adequately shared
across departments.
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2.8

2.9

We did identify some good practice in the sharing of fraud risks. In
response to the Coronavirus pandemic, the Welsh Government issued
a fraud risk bulletin early in April 2020, highlighting the emerging risks
to the Welsh public sector. Ahead of the Welsh Government’s bulletin,
the UK Government Counter Fraud Function published its own guide:
Fraud Control in Emergency Management — COVID-19 UK Government
Guidance. The guide highlights the importance of risk assessment,
effective payment verification and due diligence arrangements and the
need for robust claw-back arrangements to recover funds that are paid out
incorrectly. There were also good examples in local authorities of raising
awareness of scams with local residents.

We found that, in general, public bodies across all sectors have internal
control frameworks that are well established and internal audit teams test
controls as part of their annual programmes of assurance work. However,
we found that internal audit teams do not always consider the fraud risks
associated with systems as part of their work programmes. Furthermore,
where new systems and processes are established, we found that
organisations are not always using counter-fraud contacts and internal
audit teams to try to design fraud out of systems.

What can the Welsh public sector do to improve?

Recommendations

R3 All public bodies should undertake comprehensive fraud risk
assessments, using appropriately skilled staff and considering
national intelligence as well as organisation-specific intelligence.

R4 Fraud risk assessments should be used as a live resource and
integrated within the general risk management framework to
ensure that these risks are appropriately managed and escalated
as necessary.


https://www.gov.uk/government/publications/fraud-control-in-emergency-management-covid-19-uk-government-guide
https://www.gov.uk/government/publications/fraud-control-in-emergency-management-covid-19-uk-government-guide

Policies and training
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Why is it important?

3.1

3.2

3.3

3.4

A sound policy framework enables organisations to direct their approach

to counter-fraud and to promote good ethical behaviour. There should be

a suite of policies and procedures in place that set out what is expected
and what the consequences are for breaking the rules. Codes of conduct
should set out the standards expected of employees and highlight the
importance of declaring conflicts of interest and establish rules around gifts
and hospitality.

Publicising frauds and the recovery action undertaken, helps to re-enforce
the message from the top that fraud will not be tolerated. Publicity can
help to discourage wrongdoing by others as it can highlight the damaging
repercussions of their actions.

Staff are often the first to notice something irregular or potentially
fraudulent and are the often the first line of defence in the fight against
fraud. These staff need easy access to a good counter-fraud policy

and whistleblowing policy so they can be clear about their roles and
responsibilities and the process they must follow if they suspect a fraud.

Effective training helps staff interpret policies and codes of conduct, giving
them the confidence and skills to report suspected fraud. However, training
and awareness-raising campaigns should be kept under continual review
and must be linked to the live risk assessments so that new frauds or risks
facing public bodies are quickly shared amongst staff and contractors if
appropriate.

What did we find?

3.5

3.6

Generally, we found that public bodies have prepared and approved a
range of policies setting out the processes to follow if staff suspect that
they have uncovered a fraud. However, we identified that some policies
were outdated, some were still in draft form and some were not easily
accessible to staff.

Whilst NHS bodies have each developed comprehensive counter-fraud
strategies (informed by an over-arching national strategy), we found that
only a few other public sector bodies had done so. Such strategies set
out clear approaches to managing fraud risks along with responses and
actions, they define roles and responsibilities and are cross-referenced to
other policies so that they can be readily understood by staff.
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3.7 The NHS has a policy of proactively publicising successful fraud cases.
The NHS Counter Fraud Service does this by issuing press releases and
engaging with local media for interviews and promotional opportunities.
Publicity helps raise awareness of fraud risks and also deters staff and
contractors from committing fraud. By publicising counter-fraud work and
raising awareness of the effects of fraud, the NHS involves staff, key
stakeholders and the public in the fight against fraud.

3.8 We did not identify the same level of proactive publicity work in other
sectors. Some local authorities take the view that publicising cases can
be reputationally damaging and are therefore reluctant to publish such
information. The Welsh Government recognises that more can be done
to publicise fraud cases. The very low levels of fraud identified at central
government bodies also means there is little publicity that can act as a
further deterrent.

3.9 Our audit work also identified wide variation in levels of training and
awareness-raising specifically relating to counter-fraud across the Welsh
public sector. We found that a few public bodies provide fraud awareness
training to all their staff. Some others provide training as part of the
induction of new staff but do not provide this training for longstanding staff.
We found some examples of refresher training sessions and e-learning
modules provided for staff, but these are not widespread. There are many
bodies that do not provide any counter-fraud training or awareness-raising
events.

3.10 These findings suggest that there could be a significant proportion of
the public sector workforce in Wales who have either received no fraud-
awareness training at all or have not received training for several years.

3.11 There are good examples of awareness-raising in the NHS where the
LCFS has an ongoing work programme to develop and maintain an
anti-fraud culture within their health board. These programmes include the
preparation of presentations and publications to raise awareness of fraud.
There are also examples of LCFS undertaking staff surveys to capture the
levels of staff awareness of fraud in order to act if necessary. In addition,
the NHS has developed a fraud awareness e learning package for all staff
and levels of compliance across organisations is reported the Directors of
Finance on a quarterly basis. However, even in the NHS sector,
counter-fraud training for new staff is generally not a mandatory
requirement.
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What can the Welsh public sector do to improve?

Recommendations

R5 All public bodies need to have a comprehensive and
up-to-date set of policies and procedures which together
represent a cohesive strategy for identifying, managing and
responding to fraud risks.

R6 Staff working across the Welsh public sector should receive
fraud-awareness training as appropriate to their role in order to
increase organisational effectiveness in preventing, detecting and
responding to fraud.

R7 Cases where fraud is identified and successfully addressed should
be publicised to re-enforce a robust message from the top that
fraud will not be tolerated.



Capacity and expertise
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Why is it important?

4.1 Itis important that public bodies each designate a counter-fraud champion
who understands fraud and leads the organisation’s approach and
response. Public bodies need access to sufficient appropriately skilled
counter-fraud specialists to prevent, detect and investigate suspected
fraud and protect their assets. As fraud risks change, public bodies should
have resources available to provide a response that is appropriate to the
threat.

4.2 Skilled and experienced staff will also help to ensure investigations are
undertaken properly with evidence being obtained and handled lawfully in
order to secure successful sanctions and the recovery of losses.

4.3 Investigations, whilst crucial, can be time consuming and costly and the
low numbers of successful prosecutions mean that public bodies cannot
rely on investigations alone to combat fraud. Public bodies need to have
the capacity to undertake both proactive counter-fraud work and reactive
investigation work. Proactive work includes fraud awareness campaigns,
training, designing policies and strategies and strengthening controls to
prevent attacks.

What did we find?

4.4 Insufficient capacity arose frequently as a key challenge faced by public
bodies in their efforts to combat fraud. On the ground, capacity and skills in
counter-fraud vary widely across and within public sector bodies in Wales.
Most of the capacity is allocated to responsive work and investigations
with any spare capacity being used in preventative counter-fraud work.

4.5 Inlocal government, some officers are sceptical about the levels of fraud
within their organisations and question the need for additional resources.
However, these same local authorities allocate little resource to
counter-fraud arrangements, do not have robust fraud risk assessments
and the following up of matches from the National Fraud Initiative is
assigned a low priority. Their assumptions about low levels of fraud run
contrary to all the research being done by recognised leaders in the field
such as CIPFA and the National Crime Agency.



page 29

4.6

4.7

4.8

4.9

4.10

‘Raising Our Game’ Tackling Fraud in Wales

Local authorities suffered a significant loss in counter-fraud capacity when
the independent Single Fraud Investigation Service (SFIS) was created

in 2014. SFIS is a partnership between the Department for Work and
Pensions, HMRC and local authorities and which covers welfare benefit
fraud. Most of the counter-fraud specialists left the sector to work for this
new organisation. A small number of authorities have retained experienced
and skilled counter-fraud staff, but the workload has mostly fallen on
Internal Audit teams.

Our work found that the counter-fraud arrangements were generally

more advanced in the local authorities that retained a dedicated and
specialist counter-fraud resource. Where Internal Audit teams carry out the
counter-fraud work we found a trade-off between counter-fraud work and
the general programme of assurance work due to limited resources and
competing priorities.

We also found that, within some local authorities, several teams play a role
in counter-fraud work; for example, Internal Audit, Council Tax, and Human
Resources teams all contribute. Whilst helpful in terms of adding capacity,
we found that this can result in a lack of coordination and integration
between these teams and a lack of clarity in the overall picture of counter-
fraud activity.

Counter-fraud is generally better resourced in the NHS than other public
sector bodies and there has been an increase in LCFS resource over
recent years. There is a central team within the NHS Counter Fraud
Service Wales which investigates complex, large scale frauds and
provides a financial investigation resource. The team also provides
guidance, intelligence and investigative support to the network of
finance directors and LCFS at health bodies in Wales. In addition, Welsh
Government Directions require that each health body should appoint at
least one LCFS who is an accredited counter-fraud professional. These
LCFS are the primary points of contact for counter-fraud work at their
respective health bodies and have a key role in fraud prevention and
detection. Increasing staffing levels above the minimum number is a
matter of local discretion.

The mixture of LCFS and support and guidance from the NHS Counter
Fraud Service and the Counter Fraud Steering Group has resulted

in improved counter-fraud arrangements within the NHS sector in
comparison to the other sectors. However, whilst LCFS staff are often
shared between individual health boards, they are not pooled across the
entire sector. As a result, the relatively low counter-fraud staff numbers in
some health boards can cause issues if staff members are absent from
work. Even within the NHS Wales, there is a general recognition that more
proactive work should be undertaken.
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4.1

412

413

4.14

The Counter Fraud Team at the Welsh Government is skilled and
experienced and has secured a number of high-profile prosecutions

over recent years. However, a recent Government Internal Audit Agency
review of the Welsh Government in 2017 concluded that the counter-fraud
function could achieve more with increased resources. The Counter Fraud
Team is able to draw on resources from within the Welsh Government

to assist with investigations where appropriate and there are plans to
increase the resource in the team in the near future.

Our audit also found that public bodies in Wales bodies are generally
following traditional counter-fraud approaches with a focus on detection
and investigation rather than prevention. Most public bodies recognise
that more proactive and preventative work should be done, but they
acknowledge that the lack of time, resources and expertise are barriers to
making this shift of focus.

We did not find many examples of public bodies in Wales outside the NHS
pooling resources to help reduce duplication of effort and improve the
efficiency and effectiveness of counter-fraud arrangements across sectors.
Pooled resources could also help to improve continuity and add flexibility
to adapt to changing needs going forward.

In 2018 the UK government launched the Counter-Fraud Profession

to enhance overall counter-fraud capability across government. The
profession develops the skills of specialist staff and moves beyond

the traditional focus of investigations, placing greater emphasis on
fraud prevention and the use of data analytics. Membership across UK
Government Departments has been steadily increasing, and the Welsh
Government is engaged with this initiative. Organisations joining the
profession are required to have learning environments that support their
staff to develop and maintain professional standards.



https://www.gov.uk/government/groups/counter-fraud-standards-and-profession
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What can the Welsh public sector do to improve?

Recommendations

R8 All public bodies need to build sufficient capacity to ensure that
counter-fraud work is resourced effectively, so that investigations
are undertaken professionally and in a manner that results in
successful sanctions against the perpetrators and the recovery of
losses.

R9 All public bodies should have access to trained counter-fraud staff
that meet recognised professional standards.

R10 All public bodies should consider models adopted elsewhere in the
UK relating to the pooling and/or sharing of resources in order to
maximise the availability of appropriately skilled staff.



Tools and data
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Why is it important?

5.1

5.2

5.3

5.4

9.9

5.6

An effective counter-fraud function will ensure that those responsible for it
are equipped with up-to-date methodologies and the right tools for the job.
Counter-fraud staff must make best use of data and intelligence in order
to:

a prevent fraud by ‘fraud-proofing’ systems and processes; and

b mounting an effective response to suspicions of fraud.

New fraud threats are continually emerging, both globally and nationally.
It is important that public bodies have flexible, cutting-edge counter-fraud
approaches that are fit for a digital age and agile enough to keep up with,
or better still, ahead of the fraudsters.

Cyber-attacks are an alternative means of committing traditional

frauds such as the theft of assets, cash or intellectual property.
PricewaterhouseCoopers’ most recent global economic crime survey
found that cyber crime is now the most common fraud facing UK
businesses, overtaking asset misappropriation for the first time since the
survey began. We can see this in the explosion in number of cyber scams
linked to the COVID-19 pandemic.

Preventing fraud is always preferable to responding to an instance. Many
organisations are now looking to ‘fraud-proof’ systems at the point of entry
using the latest developments in data analytics. For example:

a the Cabinet Office has developed on-line tools that can look at 10,000
records in seven seconds to provide due diligence checks on grant
applications; and

b the Department of Work and Pensions have been trialling an Artificial
Intelligence system that detects fraudulent claims by searching for
certain behaviour patterns, such as benefit applications that use the
same phone number or are written in a similar style. Any suspicious
activity is then passed on to specialist investigators.

Data analytics provide an increasingly important tool in preventing fraud
as well as in its detection. We look at how public bodies can share data to
help find fraud in the next section of this report.

Sophisticated technology and data analytics are of little use if they are
not used effectively and this requires adequately trained resource to
understand it. Therefore, it is important that public bodies have access
to staff adept in data analytics in order to achieve better counter-fraud
results.



page 34 ‘Raising Our Game’ Tackling Fraud in Wales

5.7 Knowing what to do in the event of a suspected fraud improves the
chances of a successful enforcement action. It also re-enforces the tone
from the top that the organisation does not tolerate fraud. Fraud response
plans need to provide a clear direction to relevant parties so that bodies
are able to respond to allegations quickly and appropriately. A response
plan should be reviewed regularly to ensure that responses to fraud keep
abreast with changing times and emerging risks. They should outline:

a the fraud investigation process from receipt of allegation to outcome
report;

(o

roles and procedures for securing evidence and undertaking interviews;

details of how and when to contact the police;

o O

a commitment to pursuing a range of sanctions;
e reporting arrangements; and

f how lessons learned will be used to strengthen system and process
controls.

What did we find?

5.8 Generally speaking, we found that more work is needed to bring
counter-fraud tools and methodologies up to date to reflect the new world
of cyber attacks and digitally-facilitated crimes. Many local authorities and
central government bodies we looked at as part of our fieldwork did not
have information security policies that reflected the risks associated with
cyber crime. The situation was more positive in NHS Wales bodies.

5.9 Our review identified only a few examples of data analytics being used
as a means of preventing fraud. Data analytics are used more widely to
detect fraud, in following up on NFI data matches, for example, but our
previous audit work* has shown that the level of engagement with the NFI
varies considerably across Welsh public bodies.

5.10 We found that some local authorities and central government bodies did
not have a fraud response plan that was communicated to all staff and
which made it clear that all allegations of fraud would be investigated.

The Welsh Government had a fraud response plan, but this was in draft
form at the time of our audit work and was not, therefore, available to staff.
Again, the position was much more positive in NHS Wales.

4 Our October 2018 NFI report stated that ‘most Welsh public sector bodies participating in
the NFI were proactive in reviewing the data matches, but a small number of participants did
not review the matches in a timely or effective manner’.


https://www.audit.wales/system/files/publications/national-fraud-initiative-english.pdf

page 35 ‘Raising Our Game’ Tackling Fraud in Wales

5.11

5.12

5.13

NHS bodies all use the same case management system to record and
monitor the progress of potential fraud cases. In other sectors, few
bodies have a case management system although some do have a
spreadsheet log that records information. The variation in the information
collected makes it very difficult to report an all-Wales position on the

level of fraud taking place. The reasons that many local authorities and
central government bodies do not have a case management system or
detailed records was the very low numbers of fraud cases that were being
identified and handled.

Most of the public bodies we looked at consider the full range of possible
sanctions (disciplinary, regulatory, civil and criminal) against fraudsters
and will seek redress including the recovery of assets and money where
possible. However, many bodies report such low levels of fraud that it is
impossible to substantiate their claims. For any internal frauds identified,
most bodies tend to deal with the perpetrators through internal disciplinary
procedures.

Most of the public bodies we looked at reflected on the weaknesses
revealed by instances of proven fraud and corruption and fed back to
departments and teams so that they might fraud-proof their systems. The
arrangements at local NHS bodies were particularly robust because fraud
cases in their case management system cannot be closed down without
providing assurance that any system weaknesses have been considered
and remedied if necessary.

What can the Welsh public sector do to improve?

Recommendations

R11 All public bodies need to develop and maintain dynamic and
agile counter-fraud responses which maximise the likelihood of a
successful enforcement action and re-enforce the tone from the
top that the organisation does not tolerate fraud.

R12 All public bodies should explore and embrace opportunities
to innovate with data analytics in order to strengthen both the
prevention and detection of fraud.



Collaboration
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Why is it important?

6.1

6.2

6.3

6.4

Fraudsters do not respect geographical or other boundaries. This means
that individual public sector bodies cannot establish effective counter-fraud
arrangements by themselves. They must work collaboratively to maximise
the effectiveness of their response to fraud.

Collaboration is an increasingly important aspect of public service,
particularly in the context of reduced funding and the need to do more with
less. Collaboration is also one of the ‘five ways of working’ as defined in
the Welsh Government’s ‘Well-being of Future Generations (Wales) Act
2015: the essentials™ document. It is therefore essential that collaboration
and the sharing of intelligence and good practice take place between
public, private and third-sector bodies across the UK and internationally.

Collaboration can mean sharing people or pooling resources and, more
commonly these days, in the sharing of information. This information

can be shared between departments, between bodies, across different
elements of the public sector and with other key stakeholders such as law
enforcement authorities and the private sector. The information shared
can be about the nature of a fraud or information about the identities of the
perpetrators.

The sharing of data to help find fraud is a rapidly evolving area and is
being facilitated by changes in the law. In 2017, the Digital Economy Act
became law, enabling public authorities to share personal data to prevent,
detect, investigate and prosecute public sector fraud. The Act recognises
that the wider use of data-sharing could improve the prevention, detection
and investigation of fraud in a number of ways, including:

a improved targeting and risk-profiling of potentially fraudulent
individuals;

b streamlining processes, enabling the government to act more quickly;
and

¢ simplifying the legislative landscape.

5 Well-being of Future Generations (Wales) Act 2015: the essentials’,
Welsh Government (2015)
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What did we find?

6.5 Our field work across forty public sector bodies in Wales found that
collaboration was insufficiently developed, reinforcing the findings of our
2019 review.

6.6  Within local authorities and central government bodies there are some
good examples of bodies working jointly and some regional networks, but
these tend to be informal arrangements and there is no consistency in
approach. Formalising arrangements can help improve accountability and
governance and can influence commitment and results.

6.7 The picture is generally more positive across local NHS bodies and the
Welsh Government than in local authorities and central government
bodies. However, there is scope for all public bodies to work more closely
with each other and with other stakeholders to tackle fraud.

6.8 Because of the tiered approach to counter-fraud within NHS Wales
and established formal partnerships with the NHS Counter Fraud
Authority, there is good access to specialist fraud investigation teams
such as surveillance, computer forensics, asset recovery and financial
investigations. The NHS Counter Fraud Service Wales provide the
surveillance, asset recovery and financial investigations services to
NHS Wales, while the NHS Counter Fraud Authority provides forensic
computing services and other specialist support services to NHS Wales
under the terms of their annual agreement with Welsh Government.

6.9 The existence of these formal access arrangements is less well
established within other sectors, but most organisations told us that
they could access specialist services if required. The low level of fraud
being identified was one of the reasons given for the absence of formal
partnerships between public sector bodies.

6.10 We also found wide variations in the amounts of data that are shared.
In most bodies, the sharing of data was typically limited to the National
Fraud Initiative (NFI), although not all central government bodies currently
take part in NFI. We found that some local authorities do not invest much
resource into following up NFI matches and these are often the same
authorities in which counter-fraud arrangements were limited.

6.11 There were very few examples of organisations working frequently across
internal and external boundaries and sharing information. Common
reasons for this lack of collaboration was lack of time and resources,
and concerns about the sharing of data.
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What can the Welsh public sector do to improve?

Recommendations

R13 Public bodies should work together, under the Digital Economy
Act and using developments in data analytics, to share data and
information to help find and fight fraud.



Reporting and scrutiny
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Why is it important?

7.1 Arriving at a reliable estimate for the cost of fraud is a difficult task. This is
particularly so for the Welsh public sector as our 2019 report highlighted.
Whilst the UK Government produces annual estimates, there is no
breakdown of this estimate to each of the devolved administrations in the
UK. CIPFA’'s most recent analysis estimates that fraud costs the UK public
sector £40.3 billion annually. The Cabinet Office® estimates losses due to
fraud and error at between 0.5% and 5% of budget. Applying this range to
annual public expenditure in Wales of around £20 billion gives a possible
estimated value of losses to fraud and error between £100 million and
£1 billion per annum. The losses are therefore significant and take
valuable funding away from our public services.

7.2 Fraud is often under-reported as some suspicious activity identified
through NFI matches, for example, is not classified as fraudulent and
therefore not reported. Also, some public bodies fail to report fraud as it
can attract unwanted publicity and perceived reputational damage. This
situation leads to an incomplete national intelligence picture.

7.3 The International Public Sector Fraud Forum’ has recognised that ‘finding
fraud is a good thing’ and this is one of their ‘Key Fraud and Corruption
Principles’. The Forum noted that, if bodies do not find fraud, then they are
unable to fight it, and that a change of perspective is needed so that the
identification of fraud is seen as a positive and proactive achievement.

7.4 Reporting fraud to those charged with the governance of public sector
organisations is important as it provides managers and audit committees,
for example, with the information and intelligence they need to challenge
and scrutinise. To facilitate accountability, public bodies should provide
copies of counter-fraud reports detailing numbers of cases and outcomes
to audit committees so that they are fully informed of any issues of
concern and can hold management and counter-fraud teams to account.
Audit committees can also promote the message that fraud will not be
tolerated, supporting the efforts of counter-fraud teams.

6 Cabinet Office Cross Government Fraud Landscape Report 2018

7 International Public Sector Fraud Forum A Guide to Managing Fraud for Public Bodies in
Feb 2019
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What did we find?

7.5 The arrangements in NHS Wales to record, collate and share information
about fraud losses and recoveries are well established. The NHS Counter
Fraud Service collates information on the number of fraud cases and
recoveries from each health body as a matter of course. There are
quarterly and annual Operational Performance Reports which summarise
information about resources, referrals and the work of the Counter-Fraud
Service and LCFS based at each health body. These reports are reviewed
by the Counter Fraud Steering Group and shared with Directors of
Finance and the audit committees of each health body, helping to facilitate
meaningful comparisons within the sector. The NHS Counter Fraud
Authority also reports to the Welsh Government on a quarterly basis.

7.6 In other sectors, audit committees are not generally provided with as much
information:

a in the Welsh Government, the Audit and Risk Assurance Committee is
not provided with, nor does it request, detailed information about fraud
cases, although information about major cases and anti-fraud activity is
included in the regular report from the Head of Internal Audit;

b in the local government sector, fewer than half the authorities report
information about fraud cases, losses and recoveries to their audit
committees on a regular basis; and

¢ even fewer central government bodies report on cases of fraud,
reflecting a very low incidence of fraud being identified and managed.

7.7 The absence of both the reporting of information and arrangements
to collate and share this information across the Welsh public sector
is troubling for a number of reasons. It does little to help re-enforce a
zero-tolerance message from the top of an organisation to both staff and
external stakeholders. It may also send the wrong message to fraudsters
that Wales does not see fraud as a priority and makes it difficult to assess
the level of risk and how best to respond to it by senior public sector
officials and politicians.

7.8 When frauds are identified, Internal Audit (or, where they exist,
counter-fraud specialists) provide audit committees with reports and
updates. On balance, however, audit committees outside of the NHS
Wales have not been sufficiently proactive in recognising the increasing
risk of fraud and in asking the searching questions necessary about
the matching of resources to risk or about the lack of information being
supplied about fraud risk.
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What can the Welsh public sector do to improve?

Recommendations

R14 Public bodies need to collate information about losses and
recoveries and share fraud intelligence with each other to
establish a more accurate national picture, strengthen controls,
and enhance monitoring and support targeted action.

R15 Audit committees must become fully engaged with counter-fraud,
providing demonstrable support and direction, monitoring and
holding officials to account if insufficient information is being
provided about counter-fraud activity.
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1 Audit methods

Our audit was structured around seven key lines of enquiry to help us answer
the overall question: ‘Are the arrangements for preventing and detecting fraud in
the Welsh public sector effective?’:

» Does the top tier demonstrate a commitment to counter-fraud and provide
the necessary leadership to fight fraud?

* Does the organisation have a suitable structure and sufficient skilled
resources to prevent and detect fraud?

* Does the organisation have a sound policy framework to support effective
counter-fraud arrangements?

» Does the organisation have an effective fraud risk assessment together
with appropriate responses to emerging issues?

* Does the organisation’s internal control environment support effective
arrangements for preventing and detecting fraud?

* Does the organisation have an appropriate response to fraud?

* Does the organisation have proper reporting and scrutiny in place to
ensure its counter-fraud culture and framework is operating effectively?

The audit fieldwork was carried out by our local audit teams between November
2019 and February 2020. Their fieldwork included:

* structured interviews — interviews with key individuals in order to
understand the counter-fraud arrangements in place at each audited body;
and

+ document reviews — where these existed, they typically included the
counter-fraud strategy, risk assessment, work plans, corporate risk
register, fraud response plan, Codes of Conduct, whistleblowing policy,
guidelines and procedures for local fraud investigators and counter-fraud
reports/updates provided to Audit Committee.

Teams also issued a core information request in order to gather some
information directly from audited bodies.

The project team collated and reviewed the local findings to distil the key
messages for inclusion in this report. Our audit teams have been providing
tailored feedback on their local findings to relevant staff at each audited body.
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The audited bodies included in this study are:

Local Government bodies:

Blaenau Gwent County Borough Council
Bridgend County Borough Council
Caerphilly County Borough Council
Cardiff Council

Carmarthenshire County Council
Ceredigion County Council

Conwy County Borough Council
Denbighshire County Council

Flintshire County Council

Gwynedd Council

Isle of Anglesey County Council

Merthyr Tydfil County Borough Council
Monmouthshire County Council

Neath Port Talbot County Borough Council
Newport City Council

Pembrokeshire County Council

Powys County Council

Rhondda Cynon Taf County Borough Council
City and County of Swansea

The Vale of Glamorgan Council

Torfaen County Borough Council

Wrexham County Borough Council

‘Raising Our Game’ Tackling Fraud in Wales
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NHS Wales bodies:

Aneurin Bevan University Health Board
Betsi Cadwaladr University Health Board
Cardiff and Vale University Health Board
Cwm Taf Morgannwg University Health Board
Hywel Dda University Health Board
Powys Teaching Health Board

Swansea Bay University Health Board
Health Education and Improvement Wales
Velindre NHS Trust

Public Health Wales Trust

Welsh Ambulance Service NHS Trust

Central Government bodies:

Welsh Government

Welsh Revenue Authority

Arts Council for Wales

Higher Education Funding Council for Wales
National Museums and Galleries Wales
Natural Resources Wales

National Library of Wales

Sport Wales

Senedd Commission

‘Raising Our Game’ Tackling Fraud in Wales
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2 The Welsh Government’s response
to the July 2019 recommendations
of the Public Accounts Committee

PAC Recommendation

We ask that the Welsh
Government consider
whether there is scope
and potential to support

a national counter fraud
team to work across Wales
to ensure that at least

a basic level of counter
fraud work is undertaken
in each local authority area
by suitably trained staff.

We ask that the Welsh
Government consider
whether there is scope
and potential to support

a national counter fraud
team to work across Wales
to ensure that at least

a basic level of counter
fraud work is undertaken
in each local authority area
by suitably trained staff.

Response from the Welsh Government’s
Permanent Secretary

The Welsh Government recognises and fully supports
local authorities addressing fraud within the £8 billion of
their general revenue expenditure.

As independent democratically led organisations, the
prime responsibility for the detection and prevention

of fraud is for each of the 22 councils themselves. As
such, we would expect all to be fully engaged in this
work and for local politicians to understand and provide
leadership.

To make sure that the recommendation is understood
and given priority, officials will raise the matter with
Ministers to secure an item on the Partnership Council
agenda as well as its Finance Sub Committee. Subject
to Ministers’ agreement, we will agenda an item for the
next possible meeting.

| am supportive of any move to increase the
understanding of fraud and the consistent application of
best practice techniques across the Welsh Public Sector
and there exists already a vehicle to bring together
counter-fraud practitioners and other interested parties
and drive forward a common understanding of this
important area.

The Welsh Government’s Head of Counter-Fraud is
Deputy Chair of the Wales Fraud Forum (WFF), which
is a not-for-profit company run by a strategic board

of volunteers. Its aims are to help prevent fraud in
Wales by raising awareness in the public and private
sectors and amongst individuals. In particular, its stated
objectives include to:

» bring the public and private sectors together to
fight fraud and financial crime and to protect the
economy of Wales;
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Response from the Welsh Government’s
PAC Recommendation Permanent Secretary

» promote fraud awareness amongst its
membership, organisations and individuals
throughout the region;

» create good practice cultures by encouraging
and developing anti-fraud strategies for its
membership to utilise;

« establish a best practice between its members
for fraud prevention, investigation and detection;
and

« promote an open and co-operative environment
between the membership in both the public and
private sectors.

The Forum is held in high regard; in 2017 the current
First Minister gave the keynote address at its annual
conference and outlined his support for effective
counter-fraud arrangements across Wales. Forum
membership includes the Audit Wales as well as a
number of public and private sector organisations.

Therefore, | believe the Welsh Government can
achieve the outcome desired by identifying strategies
to support the work of the Forum, raising its profile
within the Welsh Public Sector and seek a high

level of commitment to support it. | will ask Officials
to engage with the Forum to discuss strategies for
strengthening its effectiveness by the end of the
calendar year.

We agree there is potential in the use of data sharing
between Welsh public bodies to improve the impact
of counter-fraud activities. The introduction of the
Digital Economy Act gives the Welsh Government and
certain scheduled Welsh public bodies useful new
powers to share data with each other compliantly to
identify potential fraud. Officials are working on setting
up the appropriate governance for taking forward the
use of these new powers in Wales, and are aiming for
a panel to be in place by the end of the financial year
to consider potential uses of the powers.
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